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TITLE OF THE INVENTION 
Optical Communication Systems including Network Management 
Systems, Apparatuses, and Methods 

CROSS -REFERENCE TO RELATED APPLICATIONS 
5 This application claims priority to U.S. Provisional 

Patent Application Number 60/177,625, filed on January 24, 
2000. 

STATEMENT REGARDING FEDERALLY SPONSORED 
RESEARCH OR DEVELOPMENT 
10 Not Applicable 

BACKGROUND OF THE INVENTION 

The present invention is directed generally to network 
management systems ("NMS" ) and optical systems including 
network management systems. More particularly, the 

15 invention relates to network management systems for the 
control and operation of optical systems and optical 
components, such as amplifiers, transmitters, receivers, 
switches, add/drop multiplexers, filters, etc., and the 
optical links and networks comprising the systems. 

2 0 Fiber optic transmission systems generally involve 

numerous optical links that are arranged in point to point, 
ring, mesh, or other configurations which are 
interconnected to provide communication services over a 
geographic region. Each of the various links must be 

25 managed and operated to ensure the proper flow of 
communications traffic within the link. The 
interconnection of the various links requires additional 
management oversight and control to ensure the smooth flow 
of communications traffic between the various transmission 

30 links in the system. 

As used herein, communications traffic should be 
interpreted in its broadest sense to include audio, video, 
data, and other forms of information that can be 
transferred. Likewise, the term « system" should be broadly 

35 construed to include a single linear link consisting of an 
optical transmitter and an optical receiver, as well as 
optical networks including multiple links and pluralities 
of diversely located transmitters and receivers that are 
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interconnected by various transmission media, such as one 
or more optical fibers, and various optical components, 
such as optical switches, amplifiers, add/drop devices, 
filters, equalizers, etc. 
5 The necessity of simultaneously managing the 

individual network elements,, links, and networks of links 
has led to the development of standardized hierarchical 
approaches to optical network management. One such 
standardized structure, known as the Telecommunication 

10 Management Network ( U TMN" ) structure, allocates the 
management responsibilities over number of management 
levels, as generally shown in Fig. 1. See ITU M.3010. 

In the TMN structure, a Network Management Layer 
performs provisioning, monitoring and control functions on 

15 a network basis. High level network tasks, such as 

provisioning network connectivity and network monitoring 
are performed through the network management layer. 
Communications service providers use a Service Management 
Layer to provide network configurations to the network 

20 management layer that are necessary to provision, track, 
and bill for requested services in existing network. A 
Business Management Layer provided to oversee the network 
utilization provided by the service management layer and to 
plan future network configurations and strategies. 

25 The TMN structure separates the actual network 

management functions into two layers. The network 
management layer provides a high level view of the network 
and receives high-level network configuration instructions 
from the service management layer and develops a general 

3 0 set of element instructions necessary to provision the 

network configuration accordingly. The network management 
layer sends the general element instructions to an Element 
Management Layer ("EML"), in which a plurality of element 
managers are typically used to oversee network element 
35 functions performed in the Network Element Layer. The 

network element layer includes the optical and electrical 
components and associated hardware that comprise the actual 
transmission system and which are generally referred to as 
network elements. Each network element generally includes 

4 0 a network element controller that controls the operation of 
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the element in accordance with the specific element 
instructions from the element manager. 

Communication between the various TMN layers generally 
follows established protocols, such as CMIP (Common 
5 Management Information Protocol), Q3, SNMP (Simple Network 
Management Protocol) , CORBA (Common Object Request Broker 
Architecture), etc. The network and element managers and 
the component controllers generally are configured 
according to protocols, such as GDMO (Guideline for 

10 Definition of Managed Objects) and its derivatives, as well 
as other standard protocols. Whereas communication within 
or between network elements typically involves proprietary 
protocols that are particular to the optical system. 
In the operation of the optical system, element 

15 managers are generally assigned to one or more network 
elements in the network. The network manager sends the 
general element instructions to the element managers. Each 
element manager generates specific element instructions for 
its managed network elements from the general element 

20 instructions. The specific network element instructions 

can be distributed directly to network elements via a data 
communication network, such as a local, metropolitan, or 
wide area network (LAN, MAN, or WAN, respectively) , which 
may be external to the optical system. Alternatively, 

25 specific network element instructions can be distributed 
remotely via other network elements by employing a 
dedicated supervisory or service channel that provides 
communication between the network elements within the 
network element layer. 

3 0 The network element controllers not only receive and 

process the specific element instructions, but also control 
all work functions performed in the component including 
those performed by sub-component peripherals, or sub- 
elements, such as pumps, heaters, coolers, current sources, 

35 etc. The network element controller also monitors sub- 
element performance and provides status information to the 
element manager for higher level and/or redundant analysis 
and monitoring. 

In many systems, the operation of the network element 

40 and sub-elements are controlled with reference to one or 
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more Management Information Bases (MIBs) . The MIBs provide 
operational parameters for controllable portions of the 
network element as a function of monitored operating 
characteristics of the network elements. The network 
5 element controller monitors the operating characteristics 
and controls the operation of the network element and its 
sub-elements in accordance with its associated MIBs. 

The element managers monitor the performance of the 
network elements for compliance with the general element 

10 instructions and generate element status reports on the 

network element status. The network manager monitors the 
element status reports from the element managers to ensure 
overall compliance with the network instructions and 
provides network status reports to the service manager. 

15 Conventional network management systems are designed 

to oversee point to point optical links, which are 
essentially independent optical systems that are 
electrically connected at the system end-points in various 
architectures. The use of optical amplifiers has allowed 

2 0 each point to point system to be extended over a longer 
distance, but each link is nonetheless independently 
operated. As such, network management systems used in 
optical systems are often limited to fault management and 
control of the optical components and electronic 

25 configurations of plural interconnected linear systems. 

It is now more widely recognized that optical systems 
must evolve from independent, point to point, serial links 
to multi-dimensional, unified optical networks to satisfy 
the growing demand for communications capacity. The 

30 ability to provide high capacity systems requires both 

improved optical component systems and NMS to control the 
component systems. Present optical component systems and 
NMS can not be scaled easily from one dimensional, 
independent systems to multi -dimensional , unified systems. 

35 In view of the changing requirements of optical component 

systems, it is necessary that NMS be developed to allow the 
deployment of robust, mult i -dimensional optical systems. 
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BRIEF SUMMARY OF THE INVENTION 

The present j.nventior; addresses the need for network 
management systems., apparatuses, and methods for 
transmission systems. Network management systems of the 
5 present invention includes a network service layer that 
provides for integrated wavelength and network 
configuration planning and implementation to allow the 
provisioning of existing and evolving mult i -dimensional 
optical networks. The network service layer consolidates 

10 responsibilities for planning, coordinating, and allocating 
current and future network resources. This consolidation 
allows the service management layer and business management 
layer functions to focus on the coordination and 
optimization of multiple networks and services under 

15 control of the service providers. 

The NS managers in the network service layer can 
receive communication service requests for the network from 
the service management layer or other networks. The NS 
performs wavelength and communication path planning and 

20 network configuration for the portion of the network under 
their control to provide the requested service. The 
planning and configuration demands can be provided either 
directly or indirectly to the network management layer. 
Instructions to provision the network elements to provide 

25 the requested service are provided to the network elements, 
either directly or via one or more element managers. 

In various embodiments, the element management layer 
includes multiple element managers that interface with one 
or more network elements via the optical system, thereby 

3 0 providing network communication redundancy. In these 
embodiments, network elements can be characterized as 
network element nodes that communicate directly with the 
element managers and/or remote network elements that 
communicate with the element manager via one or more other 

35 network elements. 

In various embodiments, the optical system can include 
at least one channel that can be dropped and added at 
remote network elements, as well as node network elements, 
to allow access to the network at every network element or 
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at certain designated network elements. Using these 
channels, network element nodes also can be accessed 
analogous remote network elements via other network element 
nodes, if the direct communication between the network 
5 element node and its corresponding element manager is 
unavailable. In addition, multiple communication paths 
between the network elements and one or more element 
managers can be provided in case of a failure. Similarly, 
the network manager can be configured to bypass a failed 

10 element manager by communicating with the network elements 
via other element managers and the optical system. 

In the present invention, it is not necessary that 
public IP addresses be used for remote network elements. 
The use of public IP addresses can be allocated to those 

15 network element nodes where direct communication with the 

element manager and/or network manager is desired. Network 
elements that do not have public IP addresses can be 
assigned internal optical system addresses that are 
included in the messages sent to the public IP address 

20 nodes. The internal optical system address can be used by 
the network element node to forward instructions to the 
appropriate network element. In various embodiments, 
public IP addresses can be included in the internal 
addressing system to allow the network management system to 

25 bypass failed element managers and network element nodes 

and reach other network elements or to provide redundancy. 

In this manner, the network management system of the 
present invention provides the increased system 
functionality required to enable the deployment of high 

30 performance optical systems. These advantages and others 
will become apparent from the following detailed 
description. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Embodiments of the present invention will now be 
described, by way of example only, with reference to the 
accompanying drawings for the purpose of illustrating 
5 embodiments only and not for purposes of limiting the same; 
wherein like members bear like reference numerals and: 

Fig. 1 shows the standard Telecommunications 
Management Network hierarchical structure,- 

Figs. 2a and 2b show embodiments of an optical system 
10 according to the present invention; 

Fig. 3a-3d are schematic representations of several 
embodiments of Telecommunications Management Network 
hierarchical structures used in the present invention; and 
Fig. 4 shows a partial network management and optical 
15 system embodiment. 

DESCRIPTION OF THE INVENTION 

Fig. 2a shows an optical system 10 of the present 
invention, which includes a network management system 
("NMS") 12 to manage, configure and control network 

20 elements 14 in the system 10. The system 10 is illustrated 
as a mult i -dimensional network, although advantages of the 
present invention may be realized with other system 10 
configurations, such as a point to point configuration 
shown in Fig. 2b. Also, the system 10 can employ various 

25 architectures, such as mesh or rings, depending upon the 
network requirements. Various transmission schemes, such 
as space, time, code, frequency, and/or wavelength division 
multiplexing, etc. can be used in the system 10. 

The NMS 12 can include multiple management layers that 

30 can be directly and indirectly connected to the network 
elements 14. In the illustrated embodiment, the network 
elements 14 can be characterized as network element nodes 
14N, which are directly connected to the NMS 12, and remote 
network elements 14R, which communicate to the NMS 12 

35 indirectly via a network element node 14N. For example, 
the NMS 12 may be directly connected to some network 
elements 14 via a data communication network (shown in 
broken lines) and indirectly connected to other network 
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elements 14 via the optical system 10. The data 
communication network can be a dedicated wide area network, 
a shared network, or a combination thereof. A wide area 
network utilizing a shared network can utilize, for 
5 example, dial-up connections to the network elements 14 
through a public telephone system. 

Various guided and unguided media, such as one or more 
optical fibers, can be used to interconnect the network 
elements 14 establishing links 15 between the network 

10 element nodes 14N and providing optical communication paths 
16 through the system 10. The transmission media in each 
path 16 can carry one or more uni- or bi-directionally 
propagating optical signal channels, or wavelengths, 
depending upon the system 10. The optical signal channels 

15 in a particular path 16 can be treated individually or as a 
single group, or can be organized into and treated as two 
or more wavebands or spectral groups, each containing one 
or more optical signal channels. 

The network elements 14 can include one or more signal 

2 0 processing devices including one or more of various optical 
and/or electrical components. The network elements 14 can 
perform network functions or processes, such as switching, 
routing, amplifying, multiplexing, and demultiplexing of 
optical signal channels. For example, network elements 14 

25 can include transmitters 20, receivers 22, optical switches 
24, add/drop multiplexers 26, amplifiers 28, and 
interfacial devices 30, as well as multiplexers, 
demultiplexers, filters, dispersion compensating devices, 
monitors, and the like. Various combinations of optical 

30 switching devices 24, transmitters 20, and receivers 22 can 
be included in the network element 14 depending upon the 
desired functionality in the network element 14. For 
example, in WDM embodiments, the network element 14 can 
include one or more optical transmitters 20 and optical 

35 receivers 22 along with multiplexers, demultiplexers, and 
other associated components, as well as optical switching 
devices 24 or add/drop devices. 

The optical transmitters 2 0 and optical receivers 22 
are configured respectively to transmit and receive optical 

40 signals including one or more information carrying optical 
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signal wavelengths, or channels, Xi via the communication 
paths 16. The transmitters 20 will generally include a 
narrow bandwidth laser optical source that provides an 
optical carrier. The transmitters 22 also can include 
5 other coherent narrow or broad band sources, such as sliced 
spectrum sources, as well as suitable incoherent optical 
sources, such as fiber lasers, etc., as appropriate. 
Information can be imparted to the optical carrier either 
by directly modulating the optical source or by externally 

10 modulating the optical carrier emitted by the source. 
Alternatively, the information can be imparted to an 
electrical carrier that can be upconverted onto an optical 
wavelength to produce the optical signal. Similarly, the 
optical receiver 22 can include various detection 

15 techniques, such coherent detection, optical filtering and 
direct detection, and combinations thereof. Employing 
tunable transmitters 20 and receivers 22 in the optical 
nodes 14 can provide additional versatility in the system 
10. 

20 The optical amplifiers 28 can be deployed proximate to 

other optical components to provide gain to overcome 
component losses, as well as along the optical 
communication paths 16 to overcome fiber attenuation. The 
optical amplifiers 28 can include doped (e.g. erbium) and 

25 Raman fiber amplifiers that can be locally or remotely 
pumped with optical energy, as well as semiconductor 
amplifiers. The optical amplifiers 28 include one or more 
stage of concentrated/lumped amplifiers at discrete network 
element 14 and/or doped and Raman fiber amplifiers 28 

30 distributed as part of the transmission fiber 16. 

The interfacial devices 3 0 may include, for example, 
electrical and optical/electrical cross-connect switches, 
IP routers, etc., to provide interface flexibility within, 
and at the periphery of, the optical system 10. The 

35 interfacial devices 30 can be configured to receive, 

convert, and provide information in one or more various 
protocols, encoding schemes, and bit rates to the 
transmitters 20, and perform the converse function for the 
receivers 22. The interfacial devices 30 also can be used 
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to provide protection switching in various nodes 14 
depending upon the configuration. 

Optical combiners 34 can be used to combine the 
multiple signal channels into WDM optical signals for the 
5 transmitters 20. Likewise, optical distributors 36 can be 
provided to distribute the optical signal to the receivers 
22. The optical combiners 34 and distributors 36 can 
include various multi-port devices, such as wavelength 
selective and non-selective ("passive"), fiber and free 

10 space devices, as well as polarization sensitive devices. 
For example, circulators, passive, WDM, and polarization 
couplers/splitters, dichroic devices, prisms, diffraction 
gratings, arrayed waveguides, etc. can be used alone or in 
various combinations with various tunable or fixed 

15 wavelength transmissive or reflective, narrow or broad band 
filters, such as Bragg gratings, Fabry-Perot and dichroic 
filters, etc. in the optical combiners 34 and distributors 
36. Furthermore, the combiners 34 and distributors 3 6 can 
include one or more stages incorporating various multi-port 

20 device and filter combinations to multiplex, demultiplex, 

and/or broadcast signal wavelengths Ju in the optical 
systems 10. 

Fig. 2b shows a system 10 including a link 15 of four 
network elements 14. That system 10 may be all or part of 

25 a point to point system 10, or it may be part of a multi- 
dimensional system 10 like the example illustrated in Fig. 
2a. One or more of the network elements 14 can be 
connected directly to the network management system 12. If 
the system 10 illustrated in Fig. 2b is part of a larger 

30 system 10, then as few as none of the network elements 14 
can be connected to the network management system 12 and 
all of the network elements 14 can still be indirectly 
connected to the NMS 12 via another network element not 
shown. 

35 As shown in Fig. 3a, the NMS of the present invention 

include a Network Services ("NS") layer. The NS layer can 
be deployed in various manners ranging from a fully 
centralized to a fully distributed manager of network 
services that communicates with the business, service, 

40 network, and element management layers. In one embodiment, 
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the NS layer can be implemented via a software application 
running on a workstation as a centralized manager, which 
communicates with the other layers via LAN 7 WAN, or other 
network depending upon whether the other management layers 
5 are operating locally or remotely. The business, service, 
network, and element management layers can be operated from 
platforms analogous to prior NMS architecture; however, the 
functionality will be modified to accommodate the new 
hierarchy. For example, network and element management 

10 layers of the present invention can be deployed on various 
commercial software platforms, such as Sun Solstice 
Enterprise Manager from Sun Microsystems, and Web NMS from 
AdventNet Inc . 

In network element layer, the network elements 14 may 

15 include one or more network element /optical component 

controllers that oversee and control the operation of the 
NE. Alternatively, the network element can be provisioned 
such that the actual operation and control network element 
14 in the system 10 is distributed among autonomous sub- 

20 element/work function controllers in the network element 
14. The autonomous work function controllers provide 
dedicated control over one or more assigned work functions 
being performed in the network element 14 . The delegation 
of work function control allows the network element 

25 controllers to oversee the work function, and possibly 

provide direct work function control, if a work function 
controller malfunctions. A description of NMS employing 
hierarchical work function control is provided in commonly 
assigned U.S. Patent Application Serial No. 09/441,806, 

30 which is incorporated herein by reference. The network 

element controllers can be any microprocessor suitable for 
performing the monitoring and control functions for the 
network element 14, such as a Motorola 860 microprocessor. 
The network service layer performs integrated 

35 wavelength and network configuration planning and 

implementation to allow the provisioning of existing and 
evolving multi-dimensional optical networks. The network 
service layer integrates future network planning and 
implementation functions of the business management layer 

40 with the existing network planning, implementation, 
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analysis, and reconfiguration functions performed by the 
service management layer and network management layer. The 
network services layer provides integration between 
existing and future wavelength and network configuration 
5 planning and implementation provides the necessary 

capability to manage multi -dimensional , unified networks. 

The network service layer can maintain or retrieve 
network resources from the network management layer, such 
as the current configuration of the network, an inventory 

10 of available and unavailable network elements, wavelengths, 
and communication path resources. The network service 
layer determines whether requested services can be 
provisioned given the available network resources. If the 
requested services can be provisioned from available 

15 resources, the network service layer can provide the new 
network configuration to the business management layer or 
service management layer, which can request the network 
management layer to provision the network accordingly. The 
network service layer also can provide the new network 

20 configuration directly to the network management layer, 

where it can be provisioned upon receipt or request by the 
service management layer or business management layer. 

Fig. 3b provides another illustration of the network 
management hierarchical of Fig. 3a, but more adequately 

25 represents the interrelation of the management functions in 
the present invention. For example, the business and/or 
service management layers can request services and, if the 
requested services can not be provisioned from available 
resources, the network service layer can notify the 

30 requesting layer of the resource shortfall. The network 
service layer can also provide network reconfiguration 
plans using all, or a portion of, the existing network 
resources to satisfy the current provisioned services and 
the requested services. Given the network reconfiguration 

35 plans, the service management layer and/or business 

management layer can modify its current services to provide 
a smooth migration to the new configuration. 

In another example, when a new network is being 
planned, the network service layer can be provided with an 

40 expected traffic pattern via the business management layer 
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and/or service management layer. The network service layer 
performs wavelength and communications path planning and 
provides one or more network configurations along with 
network element requirements to provision the traffic 
5 pattern in the network. The network and wavelength 
planning can be performed in multiple steps based on 
current and forward looking traffic plans to smoothly 
accommodate the provisioning of additional capacity in the 
network . 

10 In another example, when additional traffic is being 

added to an existing network, the network service layer 
provides an allocation of available, existing network 
resources and/or additional network element requirements to 
provision the additional traffic. The network service 

15 layer also can be used to identify new communication paths 
16, to expand existing networks along with the required 
network elements 14 . Again, the network service layer can 
be employed regularly to develop network reconfiguration 
strategies to effectively prepare for increased traffic 

20 demands. For example, the service management layer can 
request the network service layer to reconfigure the 
existing network to more efficiently utilize the existing 
network resources. 

The network service layer can also provide for 

25 wavelength and network configuration planning and 

provisioning using various network architecture rules. For 
example, traffic volumes along various routes can be 
maximized t'o exploit particular network configurations. 
Conversely, the traffic volumes over given routes can be 

30 averaged as much as possible to provide for more uniform 

growth in capacity requirements over time or to accommodate 
periodic fluctuations in capacity demand in the network. 
Wavelength planning can take into consideration issues, 
such as wavelength contention and reuse, network efficiency 

35 and bandwidth management. An example of network service 

layer embodiments that can be used in the present invention 
are described in commonly assigned U.S. Provisional Patent 
Application No. 60/150,218, which is incorporated herein by 
reference . 
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In addition, the service management layer can direct 
the network management layer and network element management 
layer to extract various performance characteristics from 
the network for performance monitoring of the network. The 
5 service management layer can use the performance 

characteristics to evaluate and provide trend analysis of 
the network. For example, the optical signal to noise 
ratio ( "OSNR" ) monitoring at the destination receivers can 
identify degradation in the network resources. OSNR 

10 monitoring can be performed at remote network element 14R, 
in addition to node network element 14N, by employing fixed 
and/or tunable receivers at amplifier sites, as well as 
other remote network elements 14R. Remote network element 
14R monitoring can be used to more precisely identify 

15 sources of degradation. The service management layer 
and/or the business management layer can provide 
supplemental architecture rules to the network service 
layer that are developed based on the performance 
characteristics of the operating network. 

20 Figs. 3c and 3d are analogous to Figs. 3a and 3b and 

illustrate a shared repository. The shared repository can 
be directly accessed, in whole or in part, by two or more 
of the management layers. In the illustrated embodiments, 
the shared repository can be directly accessed by the 

25 business management layer, service management layer, 
network service layer, network management layer, and 
network element management layer. While the information 
contained in the shared repository can be shared among two 
or more layers, it is not necessary that the shared 

30 repository be fully centralized. The shared repository can 
be a partially or fully distributed repository. 
Distributed repositories can retain the benefits of shared 
repositories for lower speed tasks, while providing high 
speed access necessary for some management tasks. For 

35 example, alarm indication and fault management tasks being 
performed by the network element management layer may 
require high speed access to gain information to take 
corrective actions. Conversely, lower speed access may be 
appropriate for service management layer reviews of 

40 available network resources and service planning. 



14 - 



WO 01/54425 PCT/US01/02320 

The various management layers can be provided with 
direct access to the location of information within the 
distributed repository system. Alternatively, the shared 
repository can include a shared repository layer to 
5 centralize at least some of the requests for information 
from the TMN layers. The repository layer can provide a 
direct link to the information in the distributed 
repositories or can retrieve and provide information to the 
requesting layer. 

10 Furthermore, information provided to other management 

layers need not be physically passed through the interfaces 
to the other layers, but can be provided to the shared 
repository for access at a later time by another layer. 
The management layer from which the information was 

15 requested merely sends a notice to the requesting 

management layer indicating the requested information is 
available in the shared repository. The requesting layer 
can then accesses and processes the information directly 
from the shared repository. The consolidation of 

20 management functions and flexibility imparted by the 

network management system 12 can allow the operation of the 
NMS 12 to be streamlined and operated with greater 
efficiency and flexibility. 

For example, if a service provider wants to request 

25 that new services be provisioned, the service management 
layer can query the shared repository to review an 
inventory of network resources available for provisioning 
the new services. The shared repository can contain the 
available network resources and the date and time that the 

30 inventory was performed. If the inventory is older than 

desired, the service management layer can request that the 
network management layer update the inventory of available 
network resources . The network management layer can 
conduct an inventory of the network resources, either 

3 5 directly or via the network element management layer, and 

update the inventory in the shared repository layer. Upon 
completion of the inventory, the network management layer 
can notify the service management layer of the updated 
inventory. The service management layer can then request 

4 0 the network service layer determine wavelengths and 
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communication paths through the network that can be used to 
provision the requested services. 

The network service layer can process the necessary 
network resource information from the shared repository. 
5 If sufficient network resources are available to provision 
the requested services, the network service layer can 
provide the network element configuration information to 
the shared repository and notify the service management 
layer of the presence of the requested service 

10 configuration in the shared repository layer. 

The service management layer can request the network 
management layer to provision the requested service 
configuration determined by the network service layer. The 
network management layer can query the information from the 

15 shared repository and provision the network element 14 

directly using the configuration information, or via the 
network element management layer. In other embodiments, 
the network management layer can merely notify the network 
element management layer overseeing the network element 14 

2 0 of new configuration information in the shared repository. 
The network element management layer can query the shared 
repository to determine the new configuration information 
and provision the network element 14, accordingly. 

Figs. 3c & 3d do not show the network element layer 

25 communicating directly with the shared repository. 

However, the network element layer can be configured to 
directly send information to and access information from 
the shared repository. In the prior example, the network 
element management layer can merely provide notice to the 

30 network element layer to retrieve new configuration 

information from the shared repository. Similarly, the 
network element management layer can request that the 
network element layer provide current status and 
configuration information directly to the shared 

35 repository. Also, less than all of the layers can directly 
access the shared repository. 

Fig. 4 is a block diagram illustrating one embodiment 
of a system 10 according to the present invention. The 
various layers of the network management structure can be 

4 0 embodied as one or more of hardware, software, and firmware 
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in the system 10. For example, the business management 
layer, service management layer, and network service layer 
can be embodied as one or more processors 50, which may be 
centrally located or distributed. Software and/or firmware 
5 for those layers can be located on the same or separate 
processors 50 and can be executed simultaneously or 
individually, as needed. The combination of one or more of 
hardware, software, and firmware embodying the business 
management layer, service management layer, and network 

10 service layer can be referred to as the business manager 
(BM) , service manager (SM) , and NS manager, respectively. 
There can be one or more of each of the business manager, 
service manager, and NS manager, and they can be located 
together or they can be distributed. 

15 The network management and network element management 

layers can be embodied on one or more processors 52, which 
can be remote from the central processor 50. The 
combination of one or more of hardware, software, and 
firmware embodying the network management and network 

20 element management layers can be referred to as the network 
manager (NM) and element manager (EM) , respectively. The 
network and element managers can be located remotely from 
the network elements 14 and communicate via a data 
communication network external to the optical system 10. 

25 Alternatively, a portion of all of the network and/or 

element managers can be collated with or resident in the 
network element 14N that they directly control. In the 
collocated scenario, communication with other network 
elements can be provided entirely through the optical 

30 system 10 and/or an external data communication network. 

The shared repository can be physically located with one or 
more of the processors 50, 52, or it can be located remote 
from the processors 50, 52, or it can be distributed over 
several locations . 

35 The network managers oversee the provisioning of the 

network to provide the requested services via the network 
configuration and wavelength plan developed by the network 
service manager. The network managers develop network 
element 14 instructions to provision the network and 
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provide the instructions via one or more element managers 
and/or directly to the network elements 14. 

The element managers 52 communicate directly with 
network element nodes 14N, and communicate indirectly with 
5 remote network elements 14R, such as via the network 

element nodes 14N and the optical communication paths 16. 
In Fig. 4 communication between the element managers 52 and 
the network elements 14 is illustrated using an external 
communication network, such as a WAN or other data 

10 communication network. Direct communication is illustrated 
in solid lines and indirect communication (e.g., 
communication via one or more other nodes or elements) is 
illustrated in broken lines. In addition, depending upon 
the size of the network and the number of network elements 

15 being controlled, the network manager and element manager 
can share processors 52 or even be collapsed into a single 
management layer. 

In various embodiments, it might be desirable from a 
network management standpoint to connect each network 

20 element 14 directly to at least one element manager. 
However, the infrastructure cost of wide area network 
reaching each network element 14 can be prohibitive in 
large networks. An additional difficulty with having the 
element managers directly addressing each network element 

25 14 is the need to assign a public Internet Protocol ("IP") 
address to each network element 14 . As the optical system 
10 increases in size, the tracking of IP addresses for each 
network element 14 increases system overhead. 

Another benefit of using a combination of network 

3 0 element nodes 14N and remote network elements 14R is a 

reduction in the number of entry points into the system 10. 
Thus, network security demands and expenses are decreased, 
because encryption technologies, e.g., encoding, digital 
wrapping, etc., or other security measures only have to be 

35 deployed at the node elements 14N. Communications with the 
remote network element 14R can be tunneled through the 
external systems into the optical system 10 at the node 
elements 14N. 

In some embodiments of the present invention, the 

40 network element nodes 14N are assigned IP addresses, e.g., 
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172.... Whereas, the remote network elements 14R are 
assigned internal optical system addresses that are 
relevant only within the optical system 10. The internal 
addresses can be "IP-like" in structure, or can follow 
5 other standard or proprietary formats. In those 

embodiments, communication between the element managers 52 
and the remote network elements 14R in the system 10 can 
occur via one or more network element nodes 14N. For 
example, the network element nodes 14N can be configured to 

10 read a series of characters in the payload section of an 
information packet addressed to the network element node 
14N as a destination address for the remainder of the 
payload information. The network element node 14N 
receiving the information packet can strip away the address 

15 information and forward the information based on the 

payload address. The payload address can be a dedicated 
section of the payload, e.g., the first 8 characters, have 
an identifier string that can be detected in the payload, 
or can be included in the overhead of the network element 

2 0 14 node address. 

In various embodiments, the payload address can be an 
internal optical system address for a remote network 
element 14R or an IP address of another network element 
node 14N. The network element nodes 14N can strip away the 
25 address information and forward the information based upon 
the payload address, so that multiple payload addresses can 
be concatenated in the payload information. In addition, 
if the payload address is an IP address, the network 
element node 14N can forward the information via the 

3 0 optical system or any external system to which it is 

connected. 

The communication between the remote network elements 
14R and the node network elements 14N can be performed in a 
number of ways. In various embodiments, remote network 
35 element 14R can be allocated specific timeslots in a 
dedicated supervisory or, alternatively, a mixed 
supervisory/payload data channel ("MDC") being transmitted 
along the communication path 16. Information destined for 
each remote network element 14R can be merely inserted into 

4 0 or removed from the appropriate timeslot of the channel by 
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the node network elements 14N and remote network element 
14R, without the need for any addressing within the system 
10. Alternatively, information including the IP-like 
address identifiers can be inserted in any number of 
5 allocated timeslots in the channel. In the latter 

embodiments, the remote network elements 14R will have to 
find the identifiers to locate the information within the 
allocated timeslots. Likewise, the remote network elements 
14R will have to attach its IP-like address to information 

10 being sent to the node network elements 14N. 

Remote network elements 14R generally are located 
along optical links between two node network elements 14N. 
It is therefore possible, in many instances, to transmit 
information to the remote network elements 14R from either 

15 or both of the node network element 14N. Transmitting 
information to the remote network elements 14R via both 
node network elements 14N can be used, for example, for 
verification of instructions at the remote network elements 
14R, such as when non-verification protocols are used to 

20 transmit the information. 

In non-verification protocols, such as SNMP, the 
element manager can perform non-handshake verification by 
comparing the status information provided by the network 
elements 14 to the element manager profile of the network 

2 5 element 14 that reflects the most recent settings provided 
to the network element 14 . Discrepancies in the status 
settings and the element manager setpoints can used as a 
basis for rerouting the information being sent from the 
element manager to a network element 14 through a different 

30 node network element 14N. Discrepancies in the settings 

can be further correlated against the node network element 
14N from which the information was sent to determine 
network problems with the primary and/or secondary paths 
from the element manager to the network element 14. 

35 Alternatively, one of the network element nodes 14N at 

the edge of a group of remote network elements 14R can be 
designated as a primary/working gateway for transmitting 
information to the remote network elements 14R. The other 
network element nodes 14N can be designated as a 

4 0 secondary/protection gateway to the remote network elements 
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14R. See, for example, paths A&B and C&D in Fig. 4, which 
provide alternative communication paths through multiple 
network element node 14N gateways to the remote network 
elements 14R. The network elements 14 can be configured to 
5 send notification back to the element manager upon 

receiving information. The notification can be in the form 
of a dedicated notice or as part of status information 
reporting. If the element manager does not receive 
verification that the information was received and 

10 implemented by the remote network element 14R, the element 
manager can resend the information via the secondary path 
to the remote network elements 14R. As will be further 
discussed, the element manager can be configured to send 
the information destined for a particular remote network 

15 element 14R via any node network element 14N. However, it 
will be appreciated that sending the information from the 
element manager to node network elements 14N other than in 
the links containing the particular remote network element 
14R can introduce increased latencies into the network 

20 management system 12. 

In various embodiments, it is desirable to provide 
node network element 14N to node network element 14N 
communication within the system 10. For example, timeslots 
in the mixed data channel can be allocated to provide 

25 dedicated communication between the node network elements 
14N. The allocated node to node timeslots are not 
processed at each remote network element 14R, but are 
removed at a subsequent node network element 14N. Each 
subsequent node network element 14N can read and process 

30 the information accordingly or pass the information along 
to subsequent network element nodes 14N. Node to node 
communication can be used to synchronize network functions 
and to quickly disseminate fault conditions that require 
immediate action, such as a protection switch. 

35 Alternatively, information destined for any node 

network element 14N can be via either the mixed data 
channel or one or more dedicated communication traffic 
optical channel in the system 10. In these embodiments, 
the network element nodes 14N can process the mixed data 

40 channel similar to the remote network elements facilitating 
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the formation of a mixed data network. If, for example, 
link A is down in the EM/NM network, disabling 
communication between the element manager 52 and node 
network element 14N 2/ the element manager 52 can send the 
5 information through link B to node network element 14N 3 . 

When network element 14N 3 receives the information from the 
element manager 52, it can either insert the information in 
the node to node communication or payload timeslots in the 
mixed data channel. The network element 14N 3 also can send 

10 the information through the dedicated communication traffic 
channels to the node network element 14 2 . 

In various embodiments, electronic switching and 
routing equipment 30, such as IP and ATM routers, can be 
provided at one or both of the remote network elements 14R 

15 and the network element nodes 14N. Thus, when a mixed data 
channel is used, communications traffic can be routed via 
the mixed data channel directly to and from remote element 
14R locations in the system 10. The use of a mixed data 
channel allows for add/drop payload access to the optical 

20 system 10 at every remote network element 14R. This remote 
add/drop access can be used to provide aggregation and 
dissemination of low capacity traffic. Dedicated payload 
channels can also be used to provide access to the remote 
network elements. In some instances, it may be desirable 

25 to provide a public IP address to a remote network element 
14 that provides an access and egress to the system 10, 
although the public IP address is not required. The public 
IP address allows external communication systems to 
identify the network element 14 as an access/egress point 

30 for transmitting communications traffic on the mixed data 
channel through the system 10. 

The multi -dimensional communication aspects of the 
network management system 12 also provides increased 
functionality to correlate various alarms generated by the 

35 network element 14, as well as the network element 

management layer, to determine the status of the network 
elements 14. The correlation of alarms to identify one or 
more events becomes increasingly difficult as the system 10 
increases in size. In the present invention, the network 

40 management systems 12 can perform fully and semi-automatic 
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event correlation template generation. The element manager 
and element manager can be configured to record alarms that 
are generated as a result of events in the system 10. The 
alarms are compiled and can be sequenced if the protocol 
5 includes generation and/or receipt time stamping. Because 
alarms have multiple paths to communicate with the element 
manager and network manager, the various alarms generated 
can be used to more precisely identify the source of the 
problem resulting in the alarms. The particular event that 

10 produces the alarm listing can be manually associated with 
the alarms and/or association can be automatically 
performed by the network management system 12, as will be 
further described. 

In addition, the network manager and element manager 

15 systems can be configured to initiate alarm triggering 

events and compile alarm listing profiles generated as a 
result of the event. The ability to control alarm 
triggering events is particularly useful as network 
complexity increases. For example, the network management 

20 system 12 can be configured to perform automatic template 
generation during system shakedown, maintenance, upgrade, 
and to a lesser extent during normal operations. 
Generation of the alarm listing and associated triggering 
events using the installed system allows specifically 

25 tailored templates to be developed, thereby increasing the 
likelihood of successful event correlation by the network 
management system 12 during future operation. 

The use of the system 10 to generate specifically 
tailored templates can also provide information of the 

3 0 expected types and sequence of the alarms being generated. 
For example, a loss of signal alarm from a processor 
monitoring a photodiode could be indicative of a fiber cut 
or a failed photodiode. However, if an optical switch also 
sends an alarm indicating an unexpected decrease in the 

3 5 number of signal channels propagating through the switch, 
the network manager can quickly identify the fault as 
involving the transmitter 20. The tracking of the alarm 
types and the location of the alarms can be used to provide 
a service view of the alarms and the identification of 

40 probable causes for the alarms on a service view of the 
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network. It will be appreciated that network management 
system 12 embodiments employing shared repositories can 
provide integrated access to network alarms that can 
greatly enhance the event tracking and correlation 
5 capabilities of the system 10. 

The generated alarms can include a time stamp, and the 
element manager and network manager can use the time stamp 
to develop an alarm sequence template. The time of receipt 
of the alarms by the element manager and network manager 

10 can provide some information on the expected latencies from 
the network elements 14 . While time of receipt by the 
element manager and network manager is useful in theory, 
the latencies can vary depending on traffic loading in the 
network and other factors, all of which can render the time 

15 of receipt information unreliable. 

The alarm time stamp can be synchronized at each 
network element 14 and the element managers and network 
managers, for example, by using a global positioning system 
clock. The alarm time stamp would provide the alarm 

2 0 sequence and the propagation of alarm triggering events, 
when compared to a test bed alarm sequence. The 
propagation of the alarms can also be used to aid in the 
identification of alarm triggering events that do not 
correlate with existing templates. 

25 Although the present invention will be described with 

respect to the telecommunications management network 
hierarchical structure, advantages of the present invention 
can be realized with and applied to other management 
structures. Those of ordinary skill in the art will 

30 recognize that many modifications and variations of the 
present invention may be implemented. The foregoing 
description and the following claims are intended to cover 
all such modifications and variations. 
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CLAIMS 

What is claimed :.s: 

1. A network management system comprising: 
at least one of a service manager and a business 
5 manager configured to request communication services 
through at least one network; 

a network service manager configured to determine 
communication paths through the at least one network to 
enable delivery of the requested communication services; 
10 and, 

a network manager configured to provision network 
elements within the at least one network to deliver the 
requested communication services along the determined 
communication paths. 

15 2. The network management system of claim 1, further 

comprising a plurality of element managers configured to 
receive network element instructions from said network 
manager and control said network elements according to the 
network element instructions. 

20 3. The network management system of claim 2, wherein 

each of said network elements includes a network element 
controller configured to receive network element 
instructions from at least one of said element managers and 
control network elements using the network element 

25 instructions. 

4. The network management system of claim 2, wherein: 
said network elements include network element nodes 

and remote network elements; and, 

said element managers directly communicate with 
3 0 network element nodes and communicate with said remote 

network elements via said network element nodes. 



5. The network management system of claim 4, wherein 
said network element nodes communicate with said remote 
elements via said communication paths. 
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6. The network management system of claim 5, wherein 
said network element nodes are identified individually by 
public internet protocol addresses and said remote network 
elements are identified by internal optical system 

5 addresses. 

7. The network management system of claim 6, wherein: 
said element managers are configured to communicate 

instructions to network elements by including a destination 
address for network elements to be instructed within 

10 messages sent to the network element nodes; and, 

said network element nodes are configured to receive 
messages from said element managers, remove the destination 
addresses and instructions, and communicate the 
instructions to said network elements at the destination 

15 address. 

8. The network management system of claim 7, wherein 
said element managers are configured to communicate 
instructions to network element nodes by including the 
public internet protocol address as the destination address 

20 within messages sent to other network element nodes. 

9. The network management system of claim 4, wherein: 
said element managers are configured to communicate 

instructions to remote network elements via at least two 
network element nodes; and, 
25 said network elements are configured to disregard 

redundant messages received from said at least two network 
element nodes. 

10. The network management system of claim 4, wherein 
said network elements are configured to communicate network 

3 0 element information to at least one element manager. 

11. The network management system of claim 4, wherein 
said remote network elements are configured to communicate 
network element information to at least one element manager 
via a plurality of network element nodes. 
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12 . The network management system of claim 4 , wherein 
at least one of said remote network elements is configured 
to communicate payload information with at least one other 
network element via a communications path in said network. 

5 13. The network management system of claim 1, wherein 

said network services manager determines whether network 
elements can be configured to deliver the requested 
services and communicate the determination to said service 
manager. 

10 14. An optical communication system comprising: 

at least one network having a plurality of network 
elements including optical transmitters configured to 
transmit information as optical signal via communication 
paths to optical receivers configured to receive the 
15 information from said communications path; and, 
network management system including, 
at least one of a service manager and a business 
manager configured to request communication services 
through at least one network; 

2 0 a network service manager configured to determine 

communication paths through the at least one network to 
enable delivery of the requested communication services ; 
and, 

a network manager configured to provision network 
25 elements within the at least one network to deliver the 
requested communication services along the determined 
communication paths. 

15. The network management system of claim 14, 
wherein: 

30 said network elements include optical and electrical 

switches and add/drop multiplexers; and, 

said network manager is configured to control said 
optical and electrical switches and add/drop multiplexers 
to establish communication paths between said transmitters 

3 5 and receivers. 
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16. A method of providing communication services in a 
network comprising: 

requesting communication services through a network 
from a service management layer to a network service 
5 management layer; 

determining communication paths through the network to 
enable delivery of the requested communication services in 
the network service management layer and providing the 
determined communication paths to a network management 
10 layer; and, 

configuring network elements within the network via 
the network management layer to deliver the requested 
communication services along the determined communication 
paths . 

15 17. The method of claim 16, wherein said determining 

includes : 

identifying network element configurations required to 
deliver the requested communication services; and, 
supplying the identified network element 
20 configurations to the network management layer. 

18. The method of claim 17, further comprising: 
providing network element configuration information 

from the network management layer to a plurality of element 
managers overseeing the network elements; and, 
25 communicating network element configuration 

information between the plurality of element managers and 
network element controllers included in the network 
elements . 

19. The method of claim 18, wherein said 

30 communicating includes communicating network element 

configuration information directly to network element nodes 
and to remote network elements via the network element 
nodes . 
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20. The method of claim 19, wherein said 
communicating includes establishing external internet 
protocol addresses for the network element nodes and 
internal system addresses for the remote network elements 
5 and configuring the network element nodes to extract the 

internal system addresses and configuration information and 
forward the configuration information to the remote network 
elements at the internal system addresses. 
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